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AS SUPPORT FOR
CYBERSECURITY PROJECTS

Cyber Soldier is a practical platform supporting the design, deployment, and verification of new cybersecurity solutions
— both for organizations and for system integrators and technology partners.

By combining a Cyber Range, Breach and Attack Simulation (BAS), and a Threat Intelligence Assistant (TIA), the platform
enables safe and realistic validation of whether new solutions truly deliver business value and improve security posture.

CyberSoldier.eu™
by CLICO

1. Cyber Range

An expert installs and configures a cybersecurity
solution — EDR/XDR, NDR, NGFW/IPS, SIEM,

PAM. MFA., etc. Validation of security solution ef-

fectiveness (EDR, NDR, SIEM, SSE,
IAM) in realistic attack scenarios

Safe testing of security architecture
before production deployment

2. Threat Intelligence Assistant (TIA)

The TIA application creates a cybersecurity PoC/PoV demonstrat'ons based on
testing plan for a selected cybercriminal group. real attacker techniques (Red Team
vs Blue Team)

Supporting technical teams in un-

3. Cyber Soldier Breach and Attack Simulation (BAS) derstanding how new tools work in
practice
According to the plan, the BAS application executes Incrgasmg IT and SOC team compe—
real cyberattack scenarios. tencies through hands-on exercises

Reducing project risk associated
with costly or ineffective implemen-

4. Incident Response tations

The value of the cybersecurity solution is verified
during practical cyber-attack defense exercises.

Solutions available within the CyberSoldier.EU project
provide real support for advanced cybersecurity projects
ALL IN ONE PROGRAM — not just a training environment.




B What Makes Up Cyber Soldier?

CLICO partners have access to tools and infrastructure developed the Cyber Soldier research project to support advanced
cybersecurity initiatives.

% Cyber Range

A Cyber Range environment replicates areal organizational IT system. It includes
elements most frequently targeted by cybercriminals, such as: Windows domain
controllers and Active Directory with Microsoft CA, web servers, email servers,
file servers, database systems.

The environment includes key security mechanisms such as NGFW, EDR/XDR,
NDR, WAF, SIEM, and other protective solutions.

% Cyber Soldier BAS

Cyber Soldier Breach and Attack Simulation (BAS) — a platform enabling IT
specialists and SOC teams to conduct controlled Red Team security tests.

Simulations are carried out using legal tools and realistic cyberattack scenarios
based on up-to-date cyber threat intelligence.

Threat Intelligence
Assistant

Threat Intelligence Assistant (TIA) — An application that allows users to select
a specific cybercriminal group (APT or ransomware gang) and automatically
generate a detailed Red Team testing plan.

The plan is based on real-world attack techniques used by the selected group,
enabling realistic validation of an organization’s security level.

Service available at: CyberSoldier.EU.

I
Incident
Response

MASTER

Incident Response & Red Team Training for IT and SOC — Specialized training
programs covering: security incident management, digital forensics tools,
working with EDR/XDR and SIEM solutions, security validation and testing.

The program is based on practical exercises conducted in the Cyber Range and
supported by Cyber Soldier BAS tools.




B How Cyber Soldier Supports
Cybersecurity Projects

Implementing a new cybersecurity solution is a major challenge for both organizations and system integrators.
Organizations need confidence that a new solution: delivers real business value, works effectively in practice, integrates
properly with existing IT environments, does not overload operational teams.

The solution provides measurable benefits such as improved detection speed, reduced
data breach risk, and improved business continuity.

The solution addresses threats relevant to the organization and reflects real attack sce-
narios used in the industry.

The solution integrates with existing IT infrastructure, applications, and security tools.

The solution provides management capabilities enabling operational teams to work
effectively without unnecessary complexity.

Realistic cyberattack simulations and Incident Response
exercises demonstrate the true value of a cybersecurity
solution and show the level of control it provides.
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Use of Cyber Soldier Infrastructure and Tools

Cyber Range CLICO partners can obtain free access to the Cyber Range for 1-3 days within a specific project or PoC in

Access Rules order to:

. perform their own security testing

e conduct practical demonstrations of selected cybersecurity solutions under realistic cyberattack con-

ditions

Tests and demonstrations are conducted by a CLICO expert or a trained partner.

BAS Tools for Production

Environment Testing tems provided that:

Companies can receive Cyber Soldier BAS tools free of charge and use them to test their own security sys-

e their team (minimum 4 people) completes Incident Response or Red Teaming for IT & SOC training.

CLICO partners can also receive BAS tools free of charge for testing client environments under the same

training conditions.

Cyber Soldier BAS e License valid for 1 year, including access to new versions

Licensing Terms

. No limitations on IT environment size or number of users

. No SLA-based technical support provided by CLICO

. BAS delivered as a ready-to-use VM image for VMware

e License renewal possible after training at least one person on the latest version

Threat Intelligence Assistant

The TIA service is available free of charge at CyberSoldier.EU.

(TIA) Generating PDF reports is available after account creation and user login.

Incident Response & Red Team Training courses are delivered by the CLICO Training Center (ATC).

for IT and SOC More information: clico.pl/trainings

Frequently Asked Questions (FAQ)

Can | access TIA without purchasing Incident
Response training?

Yes. Threat Intelligence Assistant (TIA) is available
free of charge at CyberSoldier.EU.

Does Cyber Range access automatically include
BAS tools?

Yes, but only BAS tools available within the Cyber
Range. Using BAS in production systems requires
completing training.

Can |l use Cyber Soldier BAS to attack the Cyber
Range?

Yes. BAS is an integral part of the Cyber Range and
can be used to simulate realistic attack scenarios.

Can | buy or sell Cyber Soldier BAS for a specific
PoC?

BAS tools are provided free of charge to CLICO
partners. The way they are used in projects (PoC,
demo, workshops, testing) is decided by the partner.

@M@

Contact: ps@clico.eu » | atc@clico.eu »

www.clico.eu »


mailto:ps%40clico.eu?subject=
mailto:atc%40clico.eu?subject=
http://clico.eu

