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Jak chranit data pred kradezi a zneuzitim?

Filip Bednar =
Business Development Manager e
CLICO Ceska republika & Slovensko
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O spolecnosti Forcepoint

* Integrace firem Raytheon, Websense, Stonesoft Corporation a RedOwl Analytics
* Forrester’s leader v oblasti zabezpeceni uzivatel( a dat!

* Pres 10 tisic zakaznikd po celém svété

* Necelych 3 tisice zaméstnancl

 Zastoupeni v CR, distribuce, partnerska sit
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Trochu statistiky

Percentage of companies that suffered from malicious insiders’

Wttt Wntinnntn initinnnTn
2018 2017 2016

* Data provided by the 2017-2019 Verizon Data Breach Investigations reports

rorcepoint

@m@@;]

© 1991 - 2020, CLICO s.r.0.



Trochu statistiky

Insider-related data breach detection time

40% - years
30% - months
- weeks
- days

* Dato provided by Verizon 2019 Insider
Threat Report: Executive Summary

28% - hours
26% - one day
% - minutes
- one week
13% - one month

* Data provided by Crowd Research
Partners 2018 Insider Threat Report
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Je treba zadit klasifikaci dat — Jak na to?

Scan statickych dat i dat v pohybu

Regularni vyrazy, klicova slova, slovniky

Machine learning tool

Treti strany, tj. Boldon James, Microsoft AIP a dalsi
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Forcepoint DLP — 4 hlavni moduly

FORCEPOINT DLP — ENDPOINT

* Ochrani data a uzivatele na koncovych stanicich, staticka data, data v pohybu
* Windows, MacOS, Linux

*  Web Security, E-mail Security

FORCEPOINT DLP — NETWOK

* Ochrani data v pohybu, integrace s vasi e-mail a web proxy gateway
FORCEPOINT DLP — CLOUD APPS

* Ochrani data v cloudu, 0365, Dropbox, Google apps, Salesforce a dalsi

FORCEPOINT DLP - DISCOVER

* Ochrani staticka data, strukturovana data v databazich @Ll@
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Nékteré principy, které pouzivame pro ochranu vasich dat

Ex: 313226

FINGERPRINTING C:20 omniscan N < )3 DOB 1965-8-25
Se: 9/10 : = 3 Acc: A001644
Y e , . vo Im: 6 A8 , 8 Acq Tm: 11:29:42
* Umozni vytvorit unikatni segmenty celého dokumentu nebo jeho ¢asti Seg: R19:9 g '

256x192

Mag: 1x

e Ta konkrétni data nasledné ochrani

OCR

* Nalezne citliva data v obrazcich, PDF souborech atp.

MACHINE LEARNING

* Nauci se kontext, dobré a Spatné priklady a nasledné si je nacvici

INCIDENT RISK RANKING

* tadi DLP incident(im skére, vyzdvihne to nejpodstatné;si!
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Politiky se vynuti na zakladeé risk profilu uzivatele

IIl

Pro kritické informace a Ucely naplnéni shody s predpisy (compliance) mize byt varianta ,,Block Al
tim spravnym reSenim

[+] For Risk Adaptive Protection users, determine actions according to the source's risk level:

Risk level 1 Risk level 2 Risk level 3 Risk level 4 Risk level 5
[ [
Action plan: | Block All % | BlockAll %! BlockAll % | BlockAll %! BlockAll :d
U incident(, kterym je potfeba dodat SirSi kontext je mozné risk levels odstuprnovat
For Risk Adaptive Protection users, determine actions according to the source's risk level:
Risk level 1 Risk level 2 Risk level 3 Risk level 4 Risk level 5
I |
Action plan: = Audit Without Forensics ¥ Audit Only ¥ Audit and Notify ¥| Drop Email Attachments ¥ | | BlockAll 1€
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Tradicni pristup vs. UEBA

Traditional Security Human-Centric Security
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One-to-many enforcement of static, generic
policies, producing high false positive rates.

One-to-one enforcement of different policies
based on the risk, enabling automation.
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ANALYTICS
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Stats & Filters

End Date Entity Filter

08022017

Top 39 Entities Of Interest

Ertities

& Chad Pursley

Mew vark

& Richard Maclean

nfarmation Technalogy | Denver

& Philip Zamudio

& Chris Lenoir
& Tony Minard
Operation s A

& Liam Smith

& Luke Rogers

quisitions | Los Anpeé

& Ralph Heilman

& Albert Saucier

vesimenis | Hew York

& Steven Pass
Investments | Los Angeles
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Richard Maclean | July 26 - August 02, 2017
Risk Score 98 o

In the 24 hours prior to 22:00 8/02/17, Richard Maclean's risk score is 38, which is higher than their average of 69 over the past week. Currently, their hig
(MU seenario, with a score of 98,
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Pfiklad — RICHARD / IT ADMIN

* Risk skore se zvysilo poté, co Richard proved! sérii Ukonli mimo jeho bézné chovani
* Dashboard mé upozorni na nahlou zménu a umozni mi zareagovat
* Kompletni prehled Cinnosti, které vedly ke zvyseni risk skore

* UEBA doda informace DLP modulu a ten zareaguje podle nastavené politiky
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Forcepoint ECOSYSTEM

Forcepoint Forcepoint
DLP NGFW

Forcepoint Forcepoint Eﬁfgﬁ;ﬁ

UEBA CASB Security

Forcepoint Forcepoint
Insider Threat Data Guard

ANALYTICS | MANAGEMENT | ORCHESTRATION
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DEKUJI ZA VASI POZORNOST

Antala Staska 2027/77
Budéjovicka alej, Blok B

140 00 Praha 4

www.clico.sk © 1991 - 2020, CLICO s.r.0.
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