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Exstitujúce riešenie nefungujú
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IoT Security - Vertical support

Enterprise
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Healthcare Industrial

● In 2021, there were more than 10 Billion active IoT devices

● By 2025, there will be 152,200 IoT devices connecting to the internet per minute

● 1.3 Bilion IoMT devices by 2030

● 18 Bilion IoT devices will be connected by 2030





Unit 42 IoT Threat Report: Most High Risk Devices?
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Medical Imaging 
Systems

Patient Monitoring 
Systems

Security
Cameras

Printers

Medical Devices 
Gateways

Consumer 
Electronics

Energy Management 
Devices

IP 
Phones

51% 26% 33% 24%

9% 7% 6% 5%



Unit 42 IoT Threat Report: Top Threats for IoT Devices
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of all IoT devices are 
vulnerable to medium or 
high severity attacks

of infusion pumps 
have unpatched 
vulnerabilities

57%
of all IoT device traffic 
is unencrypted

Unit 42 IoT Threat Report: Highly Vulnerable Medical Devices
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98%

75% 72% of HDOs have a mix of IT 
and IoMT devices in the 
same VLANs

“83% of Imaging Systems Powered by End-of-Life OS”



Increase from 637 
in H1 202125%

Vulnerabilities 
published in 2H 2021

Industrial Control Systems vulnerabilities in 2022
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797

“63% of the vulnerabilities disclosed may be exploited remotely”



Palo Alto Networks
approach



5.
Detect & Respond

to Unknown Threats

●Anomalous activity 
and zero-day 
detection

●Stop unknown file 
and web-based 
threats

●Detailed incident 
context for response

IoT Security Features & Capabilities

1.
Understand
IoT Assets

● Identify 90+% of 
devices within 48 
hours

●ML accurately 
classifies devices 
with 50+ attributes

●Continual detection 
of new and never 
before seen devices

3.
Apply Risk 

Reduction Policies

●Risk-based policy 
recommendations to 
enforce only trusted 
behaviour of devices 
and groups

●Reduce attack surface 
with context-aware 
segmentation 

●Automated 
enforcement with 
Device-ID 

2.
Assess

IoT Risk

●Passive discovery of 
vulnerabilities and 
integration with 
databases

●Continuous risk 
assessment and 
scoring to prioritize 
response

●Vendor advisory for 
security patching

4.
Prevent Known 

Threats

●Protection from 
exploits, C2, 
spyware and other 
known threats

●Enhance detail of 
all alerts with IOT 
device context
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1. Understand IoT Assets
Identify devices quickly and
accurately using the unique 
combination of machine learning
and App-ID technology

● Discover any IoT, OT or IT device on 
your network with 90+% found within 
first 48 hours

● Identifies new, never-seen-before 
devices and gain deep insights from 
50+ attributes

● Continuous monitoring ensures no 
device is missed regardless of when 
they connect 

11

Assets inventory view

Rich device context



Device &
Threat Detection

● Device Identity
(50+ attr)

● Behavioural Baseline
● Behavioral Anomalies
● Risk Assessment
● Threat Detection

IoT Security Machine Learning: Personality & Context

App-ID: Enhanced
application logs

Firewall traffic logs

DNS Traffic

Threat Logs

LOG
DATA

●MAC address
● IP address
●DNS response
●Threat ID
●HTTP/2
●App Header
●App payloads
●…
● ...

Patented 3-Tier Model

Tier 1 = Device Type
Generic Device Category

Tier 2 = Vendor & Model
Manufacturer Information

Tier 3 = Device Instance
Unique Personality & Context

Customer 1 Customer 2 Customer ...
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Machine learning
+

Crowdsourced data
+

App-ID/Deep Packet Inspection (DPI)

Automated Zero 
Trust based Policy 
Recommendations 
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2. Assess IoT Risk
Real-time monitoring and risk scoring allows 
security teams to prioritize efforts based on 
individual or groups of devices

● Automatically assess risk based on 
vendor advisories, vulnerability 
information, anomalous device behavior, 
Unit 42 and other intel

● Scores and tracks risk changes over time 
for compliance and retrospective 
analysis

● Customize risk levels to match existing 
risk frameworks

Track risk 

Assess risk and score 



Comprehensive Risk Framework and Assessment

Device 
Risk

Vulnerability

CVES

● Default passwords
● End of Life OS/Apps/Devices
● Obsolete protocols
● Cloud/network connections
● CVE tracking
● …...

Leverages ML, Crowdsourced Telemetry, Unit 42 Threat Research

Context

Static | Dynamic

● Misconfiguration
● Unusual software
● Patch-level
● Apps-Name/version
● Internal/ external connection 

type and frequency
● Unexpected amount of data 

transmission
● Device behavior anomalies 
● Manufacturer specifications
● …...

Threats

Exploits | Malware

● Abnormal connections 
between IoTs

● Malicious files on devices
● Connections to risky website
● Abnormal traffic between 

devices
● Personal device connecting 

to a large no. of devices
● …….



Devices /w only Trusted behaviors enabled

Enable device behaviors confidently 
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3. Apply Risk Reduction 
Policies
Consistent profiling of device activity is 
accurately converted into risk-based policy 
recommendations, allowing security 
teams to confidently allow only trusted 
behavior 

● Gain context for segmenting IoT, OT and 
IT devices to reduce your attack surface

● Eliminate pain-staking policy creation for 
Zero-trust with recommended policies

● Enforce policies natively or via an 
integration in just a few clicks

● Monitors behavior and applies updates 
automatically with the new Device-ID 
construct 



Data
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Device IDPolicy

Baseline 
/deviation

1

2

33

Policy recommendation

Built-in Zero Trust Policy Enforcement and Threat Prevention 



Device Objects
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Intelligence
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4. Prevent Known Threats 
Our leading Security Services stop all 
threats targeting IoT, IoMT and IT 
devices.

● Block known targeted IoT malware, 
spyware and exploits

● Provide safe web access for IoT device 
and stop bad URLs or malicious 
websites 

● Prevent the use of DNS for C2

● Stop the loss of confidential and 
customer data 

● Eliminate the burden of detection 
alerts that can be prevented
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Restrict Traffic

Detect Threats & Anomalies

Detect anomalous behaviour

5. Detect & Respond
to Unknown Threats 
Use existing processes to respond to 
risks and threats unique to your 
environment.

● Block unknown file and web-based 
threats

● Detect and analyze anomalous 
activity, factoring in vendor and other 
data

● Use detailed device context to help 
analysis of any alert

● Use customizable playbooks to 
orchestrate response



Priklady



More than 65 categories

Enterprise
IoT

Healthcare
IoMT

Industrial
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Special categories for Medical Devices
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Zabudnute defaultne 
prihlasovacie udaje



Crypto mining activity detected



Industrial devices













Querying and searching

Show me devices running APC AOS

Show me devices vulnerable to CVE-2021-
32956

Show me devices vulnerable running End-of-life Windows



Health care devices
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MAC Address is not device







OT / ICS / SCADA

protocols support



Granular Control over ICS Protocol

MODBUS

DNP3 ICCP BACnet

S7

IEC “104”



ICS App-IDs with Function-Level Variants
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Custom App-ID Decoders
DNP3, Modbus, ICCP

Generic Decoders
TCP & UDP-Unknown

Decoders



ICS-Specific IPS Signatures

Risky Protocol Commands

Product-Specific



ICS-Specific IPS Signatures

Antivirus

Anti-Spyware



Integration
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CMMS= Computerized maintenance management system 
WLC= Wireless LAN Controller 

Built-In Integrations
Avoid resource intensive programming with 
playbook-driven automation

Automate Existing Workflows
Seamlessly integrate into existing IT and 
security workflows

Extensive Ecosystem
Upgrade to Cortex XSOAR to enable use cases 
for over 700+ integrations

Enable New Use Cases
Locate IoT Devices, automate onboarding, 
microsegmentation and retirement and more

Integrated Workflows
With Built-in Integrations, Unlocking the Power of Existing IT and Security Solutions

Asset Management/CMMS
ServiceNow  | AIMS by Phoenix | 
Nuvolo

Detection and Response
Splunk | Micro Focus ArcSight 
ESM | LogRhythm | Cortex XDR

Network Access Control
(NAC)
CiscoISE | Aruba ClearPass | 
ForescoutVulnerability Management

Qualys | Rapid7 | Tenable

Network Management
Cisco DNA Center | Prime Infrastructure 
WLC | Aruba WLC | SNMP Servers



Deployment



Consistent Security For Industrial Deployments

Prevention of  known and unknown 
threats, including ICS-specific threats

Range of ICS / SCADA App-IDs 
supported with PAN-OS

Extended operating range 
for temperature

Certified for industrial use 
in harsh environments

Fan-less design, no moving 
parts for higher reliability

High availability and dual DC 
power supplies for redundancy

PA-220ROil & GasWater 
Utilities

Electric Transmission 
& Distribution

Power 
Generation

Manufacturing Transportation



Ďakujem za pozornosť


